~Understanding
scams

An Easy Read guide to keep you safe

Easy Read



About Easy Read

ﬁ/ This is an Easy Read book.

Easy Read uses simple words
and pictures to explain ideas.

Kook New words are *bold with stars*.

We tell you what new words mean.

Easy Read is a summary.

Get more information on our website
www.embraceaccess.com.au



http://www.embraceaccess.com.au

About this book

;?1 This book explains 3 types of *scams*.
1

) Scams are tricks to get your

- money
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l P _] « *personal information*.
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Personal information might be your
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- bank account details.




Where can scams happen?

Scams can happen

- online
- IN a text message
- on a phone call

- by email.

° Scams can be in person. For example, a
fake sales person knocking on your door.

Scammers pretend to be someone they
are not. For example, a bank worker.




Common scams

1 Threat and penalty scams

*Threat and penalty scams* mean
\@’
JL - a2 scammer says you owe money

> - a scammer says something bad
" will happen if you do not pay.

W Threat and penalty scams also include
. threats to share private photos of you.

you feel scared so that you pay.
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Signs of threat and penalty scams

you when you did not expect it.

ﬁ@ It might be a scam if someone contacts

It might be a scam if someone says
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- they work for the government

- they are collecting *debt*.

Debt is money you owe.
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Scammers say you will be in trouble if
you do not pay money right away.

-3,



2 Romance scams

£l
~§@
1

5t $

*Romance scams* mean someone might

- pretend to be in love with you

- pretend to be your friend.

Romance scammers try to
make you trust them.

After they get your trust, romance
scammers ask for money or favours.



Signs of romance scams

% Romance scammers might ask
%@ you to send money to pay for
| \

- a family emergency

- travel

- an *investment opportunity*.

An investment opportunity means

- YOU put your money into something,
like shares of a company or property

e

- You make more money over time.
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3 Job scams

é A *job scam* means a scammer says
- el -
= . they have a job for you

- the work will be very easy

- you can make lots of money.

Job scammers will ask you to pay
some money first to get the job.

They might say you get the money
back on *commission*.

Commission means you make
more money with extra sales.
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Signs of job scams

Job scams are normally shared

- on social media, like Facebook

- IN private messages to you.

Job scammers might promise work
n that seems *too good to be true*.

g Too good to be true means it seems
very easy to get the deal or money.

@'m Scammers might ask you to
* give them money first.

Scammers say they will pay you back later.
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How to stay safe
from scams

1 Stop and think

Stop and think before you

- share personal details

- click a link

- send money.

Ask yourself if it could be fake.

Contact the organisation to check it is real.
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2 Check before you act

Scammers might pretend they are
from a big organisation, like

- a bank

- a post office.

Scam messages might say

- your account is blocked
. - your package is waiting for delivery.
L5

. % Never click on links in text messages
‘Wl unless you know the person.

Always check the real website or app.
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3 Ask if it seems too good to be true

S

Many scams sell things that
seem too good to be true.

Scammers might tell you to act fast or
pay how so you do not miss the deal.

You can stay safe by

- researching the company first online

- checking online forums to see if
other people were scammed

- asking someone you trust to check
the company or deal before you buy.
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4 Stay in control
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It is important to stay in control
and do not give others control.

Some scammers ask you for
*remote access*.

Remote access means you let
someone get inside your computer.

These scammers might pretend to help
you get money back from other scames.

Always say no to giving remote access
unless you are very sure it is safe.
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5 Stay secure

There are lots of tools to keep you safe.

To stay safe, you can

- use passwords that are hard to guess

- keep your devices up to date

- lock your card if something
feels suspicious

. use *antivirus software*.

Antivirus software protects your
computer from scams and other bugs.
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More help

?»-ﬁ You can check these government websites
- for the latest information about scams.

Learn about managing money safely
Wwww.moneysmart.gov.au

9 Learn more about scams
A www.scamwatch.gov.au
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Embrace Access

Embrace Access wrote this Easy Read book. This book was codesigned by an advisor with
lived experience of disability. You must ask for permission to use the words and images
in this book. Picture Communication Symbols © 1981-2025 by Tobii Dynavox. All Rights
Reserved Worldwide. Used with permission. Boardmaker® is a trademark of Tobii Dynavox.
Contact the team at Embrace Access to create your own codesigned Easy Read book.
W: www.EmbraceAccess.com.au E:info@EmbraceAccess.com.au M: 0433 759 535
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